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Copy Detection of Two-Dimensional Code on Electronic Ticket

— Semi-Fragile Watermarking by Evolutionary Computation —
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This paper proposes a method for generating semi-fragile watermark for colored two-dimensional (2D) barcodes
printed on a paper ticket and used for quick verification of items such as airplane boarding passes and coupons. In
order to distinguish invalid copies from original 2D barcodes, the adequate semi-fragileness is necessary. Addition-
ally, it is important to find various promising sets of 2D code color and watermarking parameters for enhancing
design flexibility. Therefore, this paper proposes an algorithm named Neighborhood- and Crowding-based Self-
Adaptive Differential Evolution (NCjDE) for multi-optima problems.
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Step 1 Initialize population by random.

Step 2 For each individual ¢, do step 2 through 8.

Step 3 Find the most similar m neighbors to 7 in de-
cision variable space to form a subpopulation
spi,g (neighborhood mutation).

Step 4  Pick a base vector x4 and vectors x,1,4 and
Zr2,q for a difference vector from sp; 4.

Step 5  Generate a mutant vector v;,4 from the vectors
selected in step 4.

Step 6 Make a trial vector u; 4 by mixing the z; 4 and
vi,g by crossover.

Step 7 Find the most similar individual and replace
it with w4 if us ¢ has better fitness value than
the most similar one (crowding).

Step 8 Randomly change scale factor and crossover
rate with the probability of 7 and 72 respec-
tively (self-adapting parameters).

Step 9  Stop if a termination criterion is satisfied.

Othewise, go back to step 2.
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Design a semi-fragile watermark,
and generate 2D code

X 4: $ERY 2&ED Uikat i O U TNEA

% 1: BAMUAD 2 Zca— RERMEIC I %GR

Watermark

Watermarking level positive  Integer [0, 128
(Lp, L) negative Integer [0, 128

Variable Type Range
Color components R Integer [0, 255]
G Integer [0, 255]

B Integer [0, 255]

Dynamic range reduction  upper Real [0, 0.2]
level (DRy, DRy) lower Real [0, 0.3]
]

]

I

Gaussian filter strength Real [0.01, 3

I BT % 2EROESE RS, jDE EIHE MR EZE
DE LR Z VDR LT, NCJDE & & b 2Rk tazfio
R > TNB T bbb,

NCJDE I & O R LU Tei B2 8 1C~d. K 8(a), (b)
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VIMHERT E R, C4300MP EHIWESR (K 8(g), (h)
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Watermarked
image

(a) Base 2D code
X 5: FERICAEM L7z QR a— R &3 Lili{§

(b) Watermark

# 2: NCJDE D/8F A— R &

Parameter value
Population size N 140
Crossover way Binomial
Subpopulation size m 10
Probability to chance scale factor 7 0.1
Probability to chance crossover rate 7 0.1
Scale factor range [0.1, 1.0]
Crossover rate range [0.0, 1.0]
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